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WLANS(Wireless Local Area Networks )
WPANS(Wireless Personal Area Networks )
WMANS (Wireless Metropolitan Area Networks )

WWANS (Wireless Wide Area Networks )
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WEP(Wired Equivalent Privacy )
SSID (Service Set Identifier )

MAC (Media Access Control )
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THE EVOLUTION OF THE 802.11 STANDARDS
Protocol Year Maximum Frequency  Highest Channel Antenna

Introduced Data Order Bandwidth Configurations
Transfer Modulation
Speed
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:IEEE 802.11b
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IEEE 802.119g
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:IEEE 802.11a
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:IEEE 802.11h
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IEEE 802.11i

Table 1. Main features of WEP, WPA, and WPA-2

Authentication A/ IEEE 802.1X/ | IEEE 802.1X/
Authenticatic EAP/PSK EAP/PSK

Cryptographic algorithm

-H"l O 104 bits 1.'-41 bits

Encryption method TI~ IP
Data integrity '_4_.»1

Keys for packets Yes
24 bic 48 bits 8 bits
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IEEE 802.1X
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: Sniffing
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: Spoofing
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: Session Hijacking
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: Denial Of Service
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: Man in the Middle
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